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Abstract

These Release Notes contain important information available at the time of the re-
lease of Red Hat Directory Server 8.0. New features, system requirements, installa-
tion notes, known problems, resources, and other current issues are addressed here.
Read this document before beginning to use Directory Server 8.0.
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1. New in Red Hat Directory Server 8.0

Directory Server 8.0 includes several new features for enhanced authentication and password secur-
ity, changed platform support, and support for IPv6 clients. Directory Server 8.0 also introduces a new,
standards-based filesystem architecture.

¢ Section 1.1, “Adaptation to Filesystem Hierarchy Standards”

¢ Section 1.2, “New Password Hashing Algorithms Support”

* Section 1.3, “Improved SASL Support for Kerberos Authentication”
* Section 1.4, “Enhanced Password Syntax Checking”

¢ Section 1.6, “Changed Platform Support”

* Section 1.5, “Support for IPv6”

1.1. Adaptation to Filesystem Hierarchy Standards

Directory Server 8.0 components have been split into multiple, separate components. Rather than be-
ing installed into a single installation directory, Directory Server follows the Filesystem Hierarchy
Standard (FHS), which distributes the libraries and files. This new FHS layout more closely integrates
Directory Server with its base operating system and leverages existing platform components, such as
the Apache web server. The FHS layout will also minimize the overhead of creating and deploying
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patches and updates.

1.2. New Password Hashing Algorithms Support

The existing SHA support in Directory Server has been extended to support for SHA- 256, SHA- 384,
SHA- 512, and MD5 algorithms. These algorithms are used for hashed password storage to offset any
potential insecurities in the existing SHA-1 hashing algorithm.

1.3. Improved SASL Support for Kerberos Authentication

Directory Server 8.0 extends and strengthens its support for SASL authentication using the GSS- API
to a Kerberos domain. Additional SASL tools have been added to the Mozilla LDAP C SDK.

1.4. Enhanced Password Syntax Checking

Password syntax checking enforces rules for password strings, so that any password has to meet or
exceed certain criteria. Directory Server 8.0 adds password syntax checking to better enforce its pass-
word policies. All password syntax checking can be applied globally, per subtree, or per user.

In changes to the default password policies, the default minimum password length in Directory Server
8.0 has been set to eight characters, and checks for trivial words has been improved. A trivial word is
any value stored in the ui d, cn, sn, gi venNane, ou, or nai | attributes of the user's entry. Addition-
ally, Directory Server 8.0 includes more password enforcement options, providing different optional
categories for the password syntax:

* Minimum number of digit characters (0-9)

* Minimum number of ASCII alphabetic characters, both upper- and lower-case

* Minimum number of uppercase ASCII alphabetic characters

* Minimum number of lowercase ASCII alphabetic characters

* Minimum number of special ASCII characters, such as ! @$

* Minimum number of 8-bit characters

* Maximum number of times that the same character can be immediately repeated, such as aaabbb

* Minimum number of character categories required per password; a category can be upper- or lower-
case letters, special characters, digits, or 8-bit characters
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1.5. Support for IPv6

Directory Server 8.0 accepts incoming connections from IPv6 clients. Additionally, IPv6 support has
been added to the LDAP SDK, so many command-line tools and scripts included with Directory Server
8.0 can understand and use IPv6 addresses.

NOTE

Directory Server will not interpret IPv6 addresses in access control instructions or use

IPv6 connections for operations such as replication and chaining.

1.6. Changed Platform Support

Directory Server 8.0 is supported on the following platforms:

* HP-UX 11i Itanium/IPF

* Red Hat Enterprise Linux 4 i386 (32-bit)

* Red Hat Enterprise Linux 4 x86_64 (64-bit)
* Red Hat Enterprise Linux 5 i386 (32-bit)

* Red Hat Enterprise Linux 5 x86_64 (64-bit)

NOTE

Red Hat Directory Server 8.0 is supported running on a virtual guest on Red Hat Enter-

prise Linux 5 Virtualization Server.

* Sun Solaris 9 (SPARC v9, 64-bit)

2. System Requirements

This section contains information related to installing and upgrading Red Hat Directory Server 8.0, in-
cluding prerequisites and hardware or platform requirements.

2.1. Perl Prerequisites
Directory Server 8.0 does not package nsperl with the product. perldap should work with the version




Directory Server Supported Platforms

of perl pre-installed on the system.
There are some prerequisites for perl to run perldap with the pre-installed version.

* For Red Hat Enterprise Linux systems, use the Perl version that is installed with the operating sys-
temin/usr/ bi n/ perl for both 32-bit and 64-bit versions of Red Hat Directory Server.

* On Solaris systems, Red Hat Directory Server is installed with a Perl package, RHATper | x, that
must be used. This package contains a 64-bit version of Perl 5.8. It is not possible to use the Perl
version installed in / usr/ bi n/ per | on Solaris because it is 32 bit and will not work with Directory
Server's 64-bit components.

* On HP-UX, Red Hat Directory Server uses the Perl version installed with the operating system in /
opt / per| _64/ bi n/ perl| . Contact Hewlett-Packard support if this Perl version is not installed.

2.2. Directory Server Supported Platforms

Directory Server 8.0 is supported on the following platforms:

* HP-UX 11i ltanium/IPF

* Red Hat Enterprise Linux 4 i386 (32-bit)

* Red Hat Enterprise Linux 4 x86_64 (64-bit)
* Red Hat Enterprise Linux 5 i386 (32-bit)

* Red Hat Enterprise Linux Server 5 x86_64 (64-bit)

NOTE

Red Hat Directory Server 8.0 is supported running on a virtual guest on Red Hat Enter-

prise Linux 5 Virtualization Server.

* Sun Solaris 9 (SPARC v9, 64-bit)

2.3. Directory Server Console Supported Platforms
The Directory Server Console is supported on the following platforms:

* HP-UX 11i Itanium/IPF
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* Red Hat Enterprise Linux 4 i386 (32-bit)

* Red Hat Enterprise Linux 4 x86_64 (64-bit)

* Red Hat Enterprise Linux 5 i386 (32-bit)

* Red Hat Enterprise Linux 5 x86_64 (64-bit)

NOTE

Red Hat Directory Server 8.0 is supported running on a virtual guest on Red Hat Enter-

prise Linux 5 Virtualization Server.

* Sun Solaris 9 (SPARC v9, 64-bit)

* Windows XP

* Windows 2000 Server

* Windows 2003 Server

NOTE

The Directory Server Console can be installed on additional Windows platforms at an

additional cost.

2.4. Windows Sync Service Platforms
The Windows Sync tool runs on these Windows platforms:

* Windows 2003 Active Directory

* Windows 2000 Active Directory

2.5. Web Application Browser Support

Directory Server 8.0 supports the following browsers to access web-based interfaces, such as Admin
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Express and online help tools:

* Firefox 1.0 (Red Hat Enterprise Linux 4 and Solaris 9)

* Mozilla 1.4 (HP-UX)

* Mozilla 1.4.3 (Solaris 9)

* Mozilla 1.7.3 (Red Hat Enterprise Linux 4)

* Microsoft Internet Explorer 6.0 (Windows)

NOTE

Red Hat Directory Server web tools like Admin Express and Org Chart are not suppor-

ted on Netscape browsers or any browser running on Mac.

3. Installing Directory Server 8.0

For more detailed instructions on installing Directory Server 8.0, see the Directory Server Installation
Guide at http://Ilwww.redhat.com/1docs/1manuals/1dir-server/.

3.1. Obtaining Packages

Red Hat Network (RHN) (http://1rhn.redhat.com) is the software distribution mechanism for Red Hat
customers. You may have received account login information for RHN, including entitlements the Red
Hat Directory Server 8.0 release. If so, you need to use the RHN website to obtain your software.
Once are logged into RHN, go to Channels (view complete list if needed) and in Red Hat Directory
Server 8.0 channel, go to the Downloads tab. The Solaris 9 64-bit packages can be found there un-
der the ISOs list, as well as the tarball (. t ar . gz file) archive for the source code.

NOTE

The files are tarball (. t ar . gz) archive files, not ISO images.

Customers looking for RPMs for Directory Server 8.0 can access these files from the RHN website or
through yumor up2dat e, using an account with entittements for the Red Hat Directory Server 8.0 re-
lease. There are also ISO images containing both RPM and SRPM package files, available as down-
loads for the Red Hat Directory Server 8.0 channel. The RPM packages can be downloaded and in-
stalled in the usual manner. The ISO images can be downloaded and burned on to a CD-recordable
media using the appropriate software.
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3.2. Running setup-ds-admin.pl

After installing the packages, run the set up- ds- adm n. pl script to configure the new Directory
Server and Administration Server instances. See the Directory Server Installation Guide for more in-
formation about set up- ds- adm n. pl script options and the Directory Server configuration interface.

4. Bugs Fixed in Directory Server 8.0

The following are some of the most important bugs fixed for Directory Server 8.0.

Bug Number Description

207567 When Windows Sync was initiated, existing entries in subfolders were not syn-
chronized, only the immediate children of the specified subtree. The synchron-
ization has been fixed so that the scope is for the entire subtree, not one-level.

207893 Windows Sync inappropriately synchronized existing hashed passwords in Dir-
ectory Server with Active Directory, which assumed that the hash was the plain
text password, which reset the user's password. This has been fixed.

212671 The st r eet in Directory Server is multi-valued, while the corresponding
st reet Addr ess on Active Directory is single-valued. Synchronization for a
Directory Server entry with multiple st r eet values would fail on Active Direct-
ory. In Directory Server 8.0, only the first Directory Server st r eet Addr ess
value is synchronized.

231221 The default equality index for the nsds5Repl Conf | i ct attribute did not return
information about the attribute in a search. A default presence index has been
added in Directory Server 8.0.

231507 If an entry had a null attribute indexed in a VLV index, then Directory Server
would crash when that entry was modified. For example, a browsing index was
created which sorted entries by cn and then gi venNane, and one of the
entries had a cn attribute but no gi venNane attribute. The Directory Server
would crash when that entry was modified. This has been fixed.

242551 If there was a large backlog of tombstone (deleted) entries on Directory Server,
synchronization performance between Directory Server and Active Directory
was severely degraded because of how long Directory Server took scanning
tombstone entries for potential changes. This has been fixed.

243221 Synchronization would fail if an i ni ti al s attribute for a Directory Server entry
had too many characters. Directory Server allows an unlimited number of char-
acters, while Active Directory has a limit of six characters. This has been fixed
so that the i ni ti al s attribute for Directory Server entries is truncated to six
characters when it is synchronized.

243227 If a synchronized entry was deleted from Directory Server, then added back to
a different part of the directory tree, the resurrected entry was deleted from
both Directory Server and Active Directory. This is because of the way Active
Directory handles tombstone entries. When the entry was added back to the
Directory Server, it was added back with its original nt Uni quel d value, but
Active Directory uses a DN-based GUID, so re-adding the entry failed with a
naming violation.

In Directory Server 8.0, Windows Sync has been enhanced to better deal with
resurrecting tombstone entries in Active Directory. On Active Directory 2000,
the entry is resurrected with a new GUID; on Active Directory 2003, the entry is
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Bug Number  Description

243820

247725

249366

268101

resurrected with the original GUID. In both cases, the resurrected entry retains
all of its original attributes and values.

When Directory Server was shut down, the active browsing index was interrup-
ted; rather than closing cleanly, the file was corrupted. Trying to delete the in-
dex failed because the Directory Server did not recognize the corrupt file, but
trying to recreate the index also failed because the corrupt file caused the pro-
cess to hang.

Directory Server 8.0 shuts down the active browsing index, it closes cleanly,
and if an error occurs, it removes the index file successfully.

If the RDN of an entry ended in a double backslash (\ \ ), then Directory Server
would crash when an LDIF containing that entry was imported. This has been
fixed.

If an attribute with | NTEGER syntax was longer than the 32-bit limit,

| dapsear ch filters could return entries which did not match the search criteria.
because Directory Server versions 7.1 and earlier allowed search filters on all

| NTEGER syntax attributes by default. However, this violated the LDAPv3 defin-
ition for | NTEGER syntax attributes.

Directory Server 8.0 disallows range searches on indexed integer-valued attrib-
utes by default. There are two ways this can be enabled:

* Specify ORDERI NG and a supported ordering matching rule in the schema
definition for the attribute. This is recommended for new or user-defined
schema.

* Add the nsMat chi ngRul e attribute, specifying one of the supported order-
ing matching rules, to the index configuration for the attribute. This is recom-
mended for existing schema.

WARNING

Red Hat strongly recommends that you do not change the de-

fault or standard schema used by Directory Server.

For example, to perform range searches on an attribute with | NTEGER syntax,
such as ui dNunber , add a matching rule to the attribute configuration, such as
adding nsMat chi ngRul e: i nt eger Orderi ngMat ch to the ui dNurrber in-
dex configuration, and then re-index that attribute.

See the Directory Server Administrator's Guide for more information about con-
figuring database indexes and re-generating indexes.

If a password was changed, the nodi f i er snane setting was always set to
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Bug Number Description

cn=server, cn=pl ugi ns, cn=confi g, regardless of which user changed the
password. This has been fixed.

297221 A malformed member URL for dynamic groups, such as leaving off a closing
parenthesis, made Directory Server crash. For example, the entry
"Idap://lo=example.com??sub?(&(objectclass=inetorgperson)(status=ACTIVE)(
role=DSAdmin)" would make Directory Server crash because it is missing the
terminal parenthesis. This has been fixed.

371771 In previous releases of Directory Server, it was possible to create a Directory
Server instance with a period (. ) in the server ID, such as sl apd-
| dap. exanpl e. However, two important functions failed if a server ID has that
format:

* Viewing logs in the Directory Server Console or in Admin Express

* Removing the Directory Server instance

In Directory Server 8.0, it is no longer possible to create a Directory Server in-
stance with a period (. ) in the server ID.

383141 Directory Server crashed if the nssl apd- | i st enhost attribute, which gave
the Directory Server hostname, had a value associated with multiple ad-
dresses. This has been fixed.

Table 1. Bugs Fixed in Directory Server 8.0

5. Known Issues

The following are some of the most important known issues in Directory Server 8.0. If applicable, sup-
ported workarounds are also described.

Bug Number Description Workaround
151705 The Administration Server Console is hard- Never edit the Administration
coded to set all TLS ciphers to enabled. Dis- Server ciphers through the
abling the TLS ciphers through the Console is  Console. Instead, edit the
not saved, and the ciphers are re-enabled consol e. conf file directly.
when the Administration Server is restarted. This file is located in /
etc/dirsrv/adni n-serv/
directory.
159025 Installing a certificate with the same name as  If it is necessary to have two
an existing certificate fails in the Directory certificates with the same
Server Console with the error Internal error: name, install the second certi-
Fail to install certificate -8169. ficate through the command

line using certutil.

certutil -inportcert
-V

/
pat h/
to/certificate file

10
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Bug Number  Description

171140 Upgrading the Windows Sync service on the
Windows server from version 7.1 to version
7.1 SP1 or higher (including 8.0) requires two
things:
* Rebooting the Windows machine.

* Performing a full manual resynchronization.
To manually synchronize Active Directory
and Directory Server, open the Directory
Server Console, and, in the Configuration
tab, click the Replication folder, select the
database, and the right-click on the syn-
chronization agreement.

190824 By default, not all attributes are automatically
replicated to consumers in multi-master replic-
ation, including several password-associated
attributes such as passwor dRet r yCount ,
retryCount Reset Ti e, and account Un-
| ockTi me.

230808 In Directory Server 8.0, the 00core. | di f file
has be split so that 0Ocor e. | di f, correctly,
only contains the schema directly required for
starting the server. The other schema previ-
ously in that file have been moved to a new
standard schema file, 01conmon. | di f.

However, on startup, the Directory Server may
record schema-related errors. For example:

[02/ Jan/ 2008: 11: 20: 33 -0800] -
Entry "cn=config"

has unknown object cl ass
"nssl apdConfi g"

250535 On HP-UX and Solaris, the r epl - noni t -
or. pl script returns an error that it cannot find
the appropriate Mozi | | a/ LDAP/ Conn. pm
PerLDAP modules.

Workaround

To replicate these attributes,
set the passwor dl sgl obal -
Pol i cy configuration attribute
to 1 in the cn=confi g entry
using | dapnodi fy. For ex-
ample:

dn: cn=config
changet ype: nodify
repl ace: passwordl s\

d obal Pol i cy
passwor dl sd obal \
Policy: 1

* On Solaris, edit the r epl -
noni t or. pl script directly
so that it uses the proper
Perl binary (/

11
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Bug Number

426139

426145

Description

When a non-privileged user logs into the Dir-
ectory Server Console and selects the Config-
uration tab, the Console throws Java excep-
tion errors to standard output.

When performing any import or export data-
base operation through a remote Console will
fail with the error Cannot write to file... if a rel-
ative path is given for the file.

Workaround

opt/ perl 5x/ bi n/ perl)
instead of the one in your
path.

* On HP-UX, edit the r epl -
nmoni t or . pl script directly
so that it uses the proper
Perl binary (/
opt/ perl 64/ bin/perl)
instead of the one in your
path. Then, add the follow-
ing line after the comment
block describing the usage
inrepl-nonitor. pl:

"use lib
gw(/opt/dirsrv/liblp
erl

/
opt /
dirsrv/
l'ib/perl/arch)"

Import and export operations
through a remote Console are
successful in two scenarios:

* Using a relative path to im-
port or export an LDIF file
on the local machine
(through both the Configur-
ation and the Import and
Export tasks in the Tasks).

* Using an absolute path to
import or export an LDIF file
to the remote machine
(through both the Configur-
ation and the Import and
Export tasks in the Tasks).

However, importing or export-

12
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Bug Number

426421

426439

427321

430993

Description

If both Password Sync and the Directory
Server Console are installed on the same Win-
dows machine, then the Directory Server Con-
sole will load the Password Sync nss3.dl |,
and will fail when it attempts to open.

When using the Console to install a CRL, if the
CRL is placed in the proper directory, /

etc/ dirsrv/sl apd-instance_nane, the
Console returns an error that it cannot locate
the file.

If a Directory Server instance is migrated from
a previous version to Directory Server 8.0, the
nssl apd- sasl pat h is not migrated with the
dse. | di f on the new 8.0 instance, so that
the SASL libraries cannot be loaded. This con-
figuration attribute is properly created in fresh
Directory Server installations.

The log deletion policies set for the access,
audit, and error logs can be ignored if the two
parameters defining the time amount (integer)
and time unit (day, week, month, or year) are
not in the proper order. In dse. | di f, the time
amount must be listed first, then the time unit
must be listed next. For example:

nssl apd- access\
| og- | ogexpirationtine: 2
nssl apd- access\

| og- | ogexpirationti meunit: week

Additionally, setting the deletion time in the
Directory Server Console may be ignored in
some circumstances. Changing only one of the
defaults for the deletion policy in the Directory
Server Console will add only that one paramet-
erto the dse. | di f file. If only one of the
parameters is in the file, than the nsslapd-
TYPElog-logexpirationtime defaults to not ex-

Workaround

ing the database to the remote
machine will fail if you supply
a relative path.

When importing or exporting
databases on a remote ma-
chine, do not use relative
paths for the LDIF. Always
supply the absolute path or
use the Browse button to se-
lect a file.

Do not install Password Sync
and the Windows version of
the Directory Server Console
on the same machine.

Put the CRL in the Administra-
tion Server directory, /
etc/dirsrv/adm n-serv,
and the Console can locate
the CRL file automatically.

Use | dapnodi f y to edit the
8.0 dse. | di f file and add the
nssl apd- sasl pat h setin
the previous version.

Edit the 8.0 dse. | di f file
and add both the

nssl apd- typel og-

| ogexpirationtinme and
nssl apd- typel og-

| ogexpirationtimeunit
parameters in the proper or-
der, so that both the expiration
time amount and unit are ex-
plicitly defined.

13
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Bug Number Description Workaround

piring (PR_INT32_MAX) and nsslapd-
TYPElog-logexpirationtimeunit defaults to -
1*unit_in_second.

468474 Changes to the 10dsdat a. | di f . t npl tem-  Run the set up-
plate file in the 8.0.4 version of Red Hat Direct- ds-admi n. pl script with the
ory Server introduced changes to the migration - u option to restore the origin-
process from Red Hat Directory Server 7.1to  al SIE Administration Server
Red Hat Directory Server 8.0.4. Migration re-  configuration entry and its chil-

moves the cn=FQDN, ou=domain, dren. For example:
o=Net scapeRoot entry and all of its children,
but in migrating to 8.0.4, the migration script is setup-ds-admin. pl -u

unable to add back that entry or its children.
The children of cn=FQDN, ou=domain,
0=Net scapeRoot include the Administration
Server SIE registration entry, leaving only the
sl apd (Directory Server) registration in the
SIE.

IMPORTANT

This only affects a migration
from Red Hat Directory Server

7.1 to Red Hat Directory Server
8.0.4.

Table 2. Known Issues in Directory Server 8.0

6. Errata Updates

The following erratas have been issued for Red Hat Directory Server, fixing important security and per-
formance issues. The complete list of erratas issued for Red Hat Directory Server 8.0 is available
through Red Hat Network:

* Red Hat Enterprise Linux 51

* Red Hat Enterprise Linux 42

Release Date Errata Re- Bug Number Description

lease
August 27, RHSA 233642 The change sequence numbers in multi-
2008 2008:0602 master replication had a built-in skew to ac-

commodate differences in the clocks on mas-

1 https://irhn.redhat.com/errata/rhel5-dirserv-8-errata.html ter servers. However, this skew could grow un-
2 https:/frhin.redhat.com/errata/rhel4-dirserv-8-errata.htmi

14
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Errata Updates

Release Date Errata Re-
lease

Bug Number

428163

431103

440333

442103

442170

448831
454065 (CVE
2008-2930)

3 ht-

Description

der some circumstances to the point that it
falsely hit the maximum allowed skew (one
day, by default) and stopped replication en-
tirely. Because the problem was in the
timestamps of the CSNs for the masters, rep-
lication could not be easily restarted. The
severity of the problem increased with the
number of updates made to the Directory
Server.

A problem in the SASL 10 handling meant that
memory was not reallocated after SASL binds.
For example, a simple bind coming immedi-
ately after a SASL bind may fail.

Attempting to create a new Directory Server in-
stance using a remote Configuration Directory
would fail.

Along with fixing the bug, a new options was
added to the set up- ds-adm n. pl script, - u,
which will check the host server for existing
Directory Server instances and then re-register
them with the specified Configuration Direct-
ory. This option is mentioned in "Updating and
Re-registering Directory Server Instances"3 in
the Red Hat Directory Server Installation
Guide.

Uninitialized variables in plug-ins for logging
and access controls caused errors when run-
ning the ns- sl apd process.

If the Directory Server Console was set to use
SSL, then clicking the Manage Certificates
button in the Directory Server Console Tasks
tab threw Java exceptions and the window
would not open.

If an entry with a large attribute value, such as
over 32KB, was replicated, the replication
could fail because the buffer size was too
small. However, an incorrect error code was
returned, so the cause of the failure was not
apparent.

A flaw in the way the Directory Server handled
LDAP search requests using patterns could al-
low a remote attacker to cause the Directory

Server to use large amounts of CPU time. Pat-

tp://redhat.com/docs/manuals/dir-server/install/8.0/Installation_Guide-Advanced_Configuration-Making-DS.html#Installation_Gui

de-Advanced_Configuration-Reregistering-with-Config-DS

15
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Release Notes

Release Date @ Errata Re- Bug Number Description

lease

tern searches were not restricted by normal
directory search time limits. If the attacker had
access to LDAP service, he could create a
search request with a search pattern that
matched specially-crafted data records, run-
ning searches without time limits and consum-
ing CPU time.

The Directory Server has been updated to ap-
ply the nssl apd-ti nmel i m t attribute to the
pattern search query run time. This attribute
has a default limit of 3600 seconds (one hour).
To shorten the time limit, modify the

nssl apd-tinmel i mt parameterin
cn=confi g. For example:

| daprmodi fy -D "cn=Directory Man\
ager" -w password

dn: cn=config

changet ype: nodify

repl ace: nsslapd-tinelimt
nsslapd-tinelimt: 30

450973 Password policy attributes are not replicated
by default. However, if a password attribute
such as account unl ockt i ne was added to
an entry, the server would attempt to replicate
that attribute, which would cause an error.
Rather than correctly processing the error, rep-
lication would fail.

452169 In replication scenarios, if an attribute value
was scheduled to be deleted and also was in-
dexed or had an attribute subtype which was
indexed, the Directory Server would crash dur-
ing the index operation.

452323 If the Administration Server was restarted, try-
ing to create a new instance of the Directory
Server through the Directory Server Console
would fail.

454328 The Directory Server crashed when groups
were added to each other as members, such
as Group 2 being added as a member to
Group 1, Group 3 being added to Group 2, and
so on. This is because the stack size for the
menber O plug-in on 64-bit systems was
hard-coded to 256KB, which meant that relat-
ively small loops could still overflow the stack.

458506 There was a memory leak error in the SASL
458693 (CVE bind code. This error was difficult to trigger in
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Errata Updates

Release Date Errata Re-
lease

Bug Number

Description

2008-3283)
458977 (CVE
2008-3283)

458507
458693 (CVE
2008-3283)
458977 (CVE
2008-3283)

458510
458693 (CVE
2008-3283)
458977 (CVE
2008-3283)

458666
458693 (CVE
2008-3283)
458977 (CVE
2008-3283)

458668
458693 (CVE
2008-3283)
458977 (CVE
2008-3283)

458675
458693 (CVE
2008-3283)
458977 (CVE
2008-3283)

458677
458693 (CVE
2008-3283)
458977 (CVE
2008-3283)

real-world scenarios because it required send-
ing a 0-valued password for a SASL bind, but
it could be triggered by an anonymous user.

There was a memory leak error when chan-
ging the password storage scheme. This error
could only be triggered by an admin user, not
an anonymous user.

There was a memory leak error when a user
attempted to change a password,; if the given
DN for the password change was null, the op-
eration defaulted to changing the password for
the bind DN, and there was a small memory
leak at that transition. This could be triggered
by an anonymous user.

There were two memory leak errors with pass-

word policy settings:

* When trivial word checking was enabled in
the password policy, there was a small leak
with running trivial word checking when a
user changed his password.

* When the password policy settings were
changed, there was a small memory leak.

There was a memory leak error in the SASL
mapping code with the regular expressions

which are used with the identity mapping to

look up a user's bind DN based on the user
and user realm.

There was a memory leak error in how Direct-
ory Server handled value sets where there
were several duplicate, non-sequential values
added to an attribute, such as adding foo, bar,
bat, foo. This leak could only be triggered by
an authenticated user to the Directory Server
who had the rights to modify attributes in an
entry, including self-write access, and if replic-
ation was being used.

There was a memory leak error in the index
code for searches which were run against the
index with a range or with a matching rule.
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Release Notes

Release Date Errata Re-

lease

Bug Number

Description

August 27,
2008

May 9, 2008

May 1, 2008

April 15, 2008

RHSA
2008:0601

RHSA
2008:0269

RHBA
2008:0265

RHSA
2008:0201

245248
454621 (CVE
2008-2929)
454660 (CVE
2008-2929)

413531
454621 (CVE
2008-2929)
454660 (CVE
2008-2929)

454060
454621 (CVE
2008-2929)
454660 (CVE
2008-2929)

444712
(CVE-2008-16
77)

428764

437301

(CVE-2008-08
92)

Admin Express, the web interface for basic
server management hosted by the Administra-
tion Server, used non-escaped URLs to ac-
cess some of its services. This meant that
browsers would attempt to execute the scripts
passed in the URL rather than opening the
URL.

The Directory Server web services, such as
Admin Express, could be configured to accept
language configurations which would cause
the web services to quit functioning and make
the server fail with segfault errors.

The Directory Server Gateway and Administra-
tion Server Express interfaces had scripting is-
sues cause by improperly parsing a percent
(99-escaped value provided by a user. A re-
mote attacker could exploit this flaw to execute
cross-site attacks against Directory Server
users or administrators who used those web
services.

A buffer overflow flaw was found in Red Hat
Directory Server's regular expression handler.
An unauthenticated attacker could construct a
malicious LDAP query that could execute arbit-
rary code or cause the Directory Server to
crash.

Directory Server had a memory leak when a
search request was sent with an extensible
matching search filter, a search filter with a
specified matching rule. A linked list was cre-
ated but only the memory allocated for the first
item in the list was freed when the list was no
longer required.

The Administration Server replication monitor
CGl scripts had a shell command injection flaw
which could allow an attacker with access to
the replication monitor page to execute arbit-
rary shell commands with the privileges of the
Administration Server.

NOTE
By default, the Administration

Server runs as nobody, an un-
privileged user.
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Document History

Release Date Errata Re- Bug Number Description
lease
437320 The Administration Server did not properly re-
(CVE-2008-08 strict access to CGl scripts. An anonymous
93) user could access the Administration Server's

TCP port to access restricted Directory Server
information or perform administrative tasks. By
default, the Administration Server uses port

9830.
April 1, 2008 RHBA 435730 Fractional replication is replication which syn-
2008:0203 chronizes user-selected attributes rather than

full entries. Initially, fractional replication could
be configured only from a supplier to dedicated
consumers. The fractional replication plug-in
has been enhanced to allow fractional replica-
tion between suppliers. This also improves the
performance of other Directory Server plug-ins
which depend on fractional replication and re-
quired supplier to supplier fractional replica-

tion.
March 19, RHBA 436107 The Directory Server Console, r edhat -
2008 2008:0191 (CVE-2008-08 i dm consol e, is a Java-based interface
89) which managed the Directory Server and Ad-

ministration Server. On Red Hat Enterprise
Linux, Directory Server used insecure permis-
sions for the r edhat - i dm consol e start
script. This could allow local users to modify
the Console start script to run arbitrary code
with the full privileges of the Directory Server
Console user.

Table 3. Bugs Fixed in Errata Updates for Directory Server 8.0

7. Document History

Revision History
Revision 8.0.3 October 29, 2008 dl ackey@ edhat .
Deon Lackey com
Adding known issue on additional required step when migrating from Directory Server 7.1 to Directory
Server 8.0.4.
Adding full list of errata releases.

Revision 8.0.2 September 2, 2008 dl ackey@ edhat .
Deon Lackey com
Clarifying supported platforms list for Red Hat Enterprise Linux systems and virtualization.

Revision 8.0.1 August 27, 2008 dl ackey@ edhat .
Deon Lackey com
Adding new errata updates and fixes for Errata RHSA-2008:0601 and RHSA-2008:0602.

Revision 8.0.0 January 15, 2008 dl ackey@ edhat .
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